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TOM TAT

Su gia ting nhanh chong ciia cac hé thong web da kéo theo nguy co gia ting ctia nhiéu dang tan
cong nhur SQL injection, XSS va CSRF v&i mirc d6 ngay cang tinh vi. Cac co ché phong thu truyén thong
boc 16 han ché trong viéc nhan dién cac bién thé tin cong moi, do thiéu kha nang thich tng linh hoat. Bai
béo nay tap trung xdy dung mot phuong phép phat hién tin cong web dua trén hoc may, sir dung bo dir
liéu HTTP CSIC 2010 lam nén tang thuc nghiém. Dir liéu dugc xu ly va trich xuét dic trung tir cac yéu
ciu HTTP nham phuc vu huén luyén cdc md hinh phan loai. Nhiéu thuét toan hoc may, bao g@)m RF
(Random Forest) va SVM (Support Vector Machine), duoc trién khai dé nhan dién hanh vi bét thuong.
Két qua danh gia cho thay RF dat hiéu nang cao nhét véi chi sb danh gia: d chinh xac 96,03%, F1-score
96,00% va ROC-AUC 0,995. Cac két qua nay cho thay cach tiép can dwa trén hoc may c6 kha ning nang
cao hidu qua phat hién cac yéu cau HTTP doc hai trong méi trudng web hién dai.

Tir khéa: Hoc may, hé thong phat hién, tan cong web.
1. GIOI THIEU

Su phat trién nhanh chong cua cac ung dung web va dich vu tryc tuyén da 1am gia ting dang ké
nguy co xuit hién cac hinh thirc tn cong nhur SQL 1n]ect10n (SQLi), Cross-site scripting (XSS) va Cross-
site request forgery (CSRF) va thao ting tham 6. Cac moi de doa ndy ngay cang tr¢ nén tinh vi va kho
phat hién, giy ra nhleu rti ro d6i v6i an toan thong tin cia cac hé thong [17[2]. Cac giai phap bao mat
truyén thdng, bao gdm tuong Itra img dung web dua trén luat va hé thdng phat hién xam nhdp dya trén
chir ky, thudng gap han ché trong viéc thich nghi véi cac bién thé tin cong mai, dong thoi ¢ thé din dén
ty 1& canh bao sai cao [2].

Trong béi canh do, cac phuong phap dua trén hoc may duoc xem la mét hudng tiép can hiéu qua
nham néng cao kha nang phat hién cac hanh vi tan cong trén nén tang web [3], [4]. Nghién ctru ndy dé
xuit xay dung mot hé thong phat hién tin cong web sir dung hoc may, dua trén bo dit liéu HTTP CSIC
2010 — mot tap dir liéu chuan dugc sir dung rong rai trong linh vyc nay [5], [6]. D liéu bao gdm cac yéu
cdu HTTP hop 18 va bit thuong, cho phép tién hanh trich xuét dic trung tir URL, ndi dung truy van va
c4c truong tiéu dé nham phuc vu qua trinh hudn luyén mé hinh phén loai.

Khac véi cac nghién ctru chi tap trung vao mot mo hinh phan loai riéng 18, nghién ctru nay dé xudt
mot pipeline phat hién tan cong web hoan chinh bao gom tién xtr ly HTTP request, két hop dac trung thu
cong va TF-IDF, danh gia da m6 hinh hoc may va trién khai mé phong hé thong phat hién gan thoi gian
thyc. Trong tém’cﬁa nghién ctu khong nam & viéc d€ xuat thuét toan mdi, ma ¢ viéc danh gia kha nang
ung dung thyc t€ cia cac mo hinh hoc may trong phat hién tan cong web.

Céc dong gop chinh cua nghién ctru bao gdm:

(i) d& xudt mot quy trinh phat hién tin cong web tich hop gitra dédc trung thu cong cua HTTP request
(q© dai URL, ky tur dac biét, tir khoa nghi \ién, s~6 luong tham s0) véi déc trung ngfr nghia dugc biéu dién
bang TF-IDF, nham nang cao kha nang bi€u dien dir li€u cho bai toan phat hién tan cong web;

(i1) thyc hién danh gia va phan tich thyc nghiém toan dién nhiéu m6 hinh hoc may (RF, RFO, Naive
Bayes, GaussianNB, Decision Tree, KNN, LinearSVC va XGBoost) trén cung bd dir licu CSIC 2010

theo nhiéu tiéu chi gém Accuracy, Precision, Recall, F1-score, ROC-AUC, Log Loss, thoi gian huén
luyén va thoi gian suy luén, tir d6 1am 10 trade-off gilra hi¢u nang phat hién va chi phi tinh toan;
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(111) xay dung modi trudng mo phong phat hién tin cong web gan thoi gian thuc véi kién triic ba mo-
dun gom tmg dung web gia 14p, mo-dun sinh tan cong va mo-dun phat hién, qua do kiém ching kha ning
trién khai thyc tién ctia mé hinh hoc méy trong phét hién cac truy van HTTP doc hai.

2. CAC NGHIEN CUU LIEN QUAN

Trong nhitng ndm gan day, sy mo rong nhanh chéng cia cac hé thong web va dich vu truc tuyén
khong chi mang lai nhiéu lgi ich ma con lam gia ting dang ké cac rui ro lién quan dén an ninh mang.
Céc hinh thirc tAn cong nhu SQLi, XSS, CSRF va thay di tham s d4 tro thanh nhitng mdi de doa
nghiém trong dbi véi to chirc, doanh nghiép cling nhu nguoi sir dung cudi.

Céc co ché bao mat truyén thong, bao gém tuong lira tmg dung web dua trén luat va cac hé thong
phat hién xam nhap dya trén chit ky, dang dan boc 16 nhimg han ché nhat dinh. Nhimg phuong phap
nay thiéu kha ning thich tmg trudc cac ky thuat tin cong méi, dic biét 1a cac bién thé tinh vi cua cac 16
hong da duogc nhan dién trudce do.

Mic du nhiéu nghién ctru trude day da 4p dung hoc may va hoc sdu cho bai toan phat hién tin
cong web, phan 16n cac cong trinh tip trung vao viéc tdi vu do chinh x4c cia timg mé hinh riéng 1é
hoic khai thac cac kién triic hoc sau phirc tap [7-10]. Tuy nhién, van con thiéu cac nghién ctru thuc hién
danh gia thyc nghiém toan dién nhidu mé hinh hoc méy truyén thong trén cing mot quy trinh xir Iy dix
liéu HTTP, dong thoi phén tich trade-off giita hiéu nang phat hién, kha nang suy luan thoi gian thuc va
chi phi tinh toan trong méi truong mod phong gan thuc té.

Bén canh do, nhiéu nghién ctru chu yéu tap trung vao két qua phan loai ma chua danh gia day du
kha ning trién khai thuc tién ctia mé hinh trong hé thong phat hién tin cong web hoan chinh. Do do,
nghién ciru ndy tip trung xay dung quy trinh phat hién tdn cong web dua trén hoc may, két hop giira
trich xuat dic trung HTTP, danh gia da mo hinh va trién khai mo phong hé thong nhim phan tich kha
nang mg dung thyc té ctia cac mo hinh trong phét hién yéu ciu HTTP doc hai.

Tai Viét Nam, viéc trién khai cac giai phap phat hién tan cong web dua trén hoc may van con dbi
mit v6i nhiéu thach thire lién quan dén dir liéu va ngudn nhan Iyc. Mot sb nghién ciru gan day cho thay
) lugng bo dit li€u an ninh mang céng khai phuc vu huén luyén m6 hinh hoc may con han ché, trong
khi viéc xdy dung hé thong phat hién tan cong duya trén Al doi hoi chuyén mon lién nganh giita an toan
thong tin va tri tué nhan tao [2, 11]. Ngoai ra, nhiéu nghién ctru trong nudéce hién van tap trung chu yéu
vao danh gia m6 hinh trong méi trudng thue nghiém hodc ngoai tuyén, trong khi cac danh gié lién quan
dén kha nang trién khai gan thoi gian thuc va thich nghi véi cc hinh thirc tin cong méi van con han
ché [12].

3. PHUONG PHAP DE XUAT

3.1. Dit liéu

B¢ dit liéu CSIC 2010 [5], dugc xay dung bdi Vién Khoa hoc May tinh Tay Ban Nha (Spanish
Research National Council), dugc sir dung 1am nén tang cho nghién ctru nay nham phuc vu bai toan
phat hién tan cong web. Dir liéu dugc thu thap tr mét tng dung thuong mai dién tr m6 phong va da
dugc gan nhan rd rang thanh hai 16p: hop 1& (normal) va bat thuong (anomalous). Téng sé mau trong
tap dit liéu 1a 61,065, bao gdm 36,000 yéu cu binh thudng va 25,065 yéu ciu bat thuong, véi 17 thude
tinh dic trung.

Trong giai doan tién xur 1y, cac yéu cau HTTP dugc phan tich va chudn hoa théng qua viée tach
c4c thanh phan chinh nhu URL, tham so truy van, truong tiéu dé (headers) va ndi dung (body). Dong
thoi, dit liéu dugc dua vé dinh dang thong nhit bang cach chuyén toan bg ky tw vé chir thuong, chuan
hoa ma hoa va xir 1y cac gia tri thiéu hodc khong hop 18.

Sau d6, cac dic trung dang van ban dugc chuyén doi sang dang so thong qua cac ky thuat ma hoa
nhu ma hoa One-Hot (One-Hot Encoding) hodc TF-IDF (Term Frequency — Inverse Document
Frequency), nham tao dau vao phii hgp cho cic mo hinh hoc may. Dé giam thiéu anh hudng ciia sy mat
can bang giita cac 16p, phuong phap ky thuft can bang dir liéu SMOTE (Synthetic Minority Over-
sampling Technique) dugc ap dung nham ting cuong so luong mau thudc 16p thiéu s6, qua d6 han ché
hién tuong thién léch trong qua trinh huan luyén. Cudi cling, tap dir liéu dugc phan chia thanh ba phan:
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70% cho hudn luyén, 20% cho kiém tra va 10% cho xéac thuc, nhim dam bao viéc danh gid mé hinh
duoc thye hién mot cach khach quan va 6n dinh.

3.2. Xiy dung mo hinh hgoc may
3.2.1.  Lwa chon mé hinh

Trong nghién ctru nay, nhiéu thuat toan hoc may duoc lya chon va trién khai nham danh gia kha
ning nhan dién tan cong web thong qua bai toan phan loai cic yéu cau HTTP. Trudc tién, mé hinh RF
dugc xem 1a phuong phép c6t 161 nhd kha nang xir Iy hiéu qua di liéu da déc trung, tinh 6n dinh cao trong
bbi canh dir liéu mat can bang, dong thoi han ché hién tuong qua khdp thong qua co ché to hop nhiéu cay
quyét dinh [13, 14]. Bén canh d6, mdt phién ban RF duogc t61 wu hoa tham s6 (RF Optimized) cling duoc
xay dung nham cai thién hiéu suét phén loai va nang cao dd chinh xac trén tap dir liéu kiém tra.

Ngoai ra, cdc md hinh xéac suat nhu Naive Bayes va Gaussian Naive Bayes dugc sir dung nhur cac
phuong phap co s& (baseline), nho wu diém veé téc d6 huan luyén nhanh va kha nang xu Iy hiéu qua dir
liéu véan ban sau khi ma hoa dédc trung [15]. Thuét toan cay quyét dinh (Decision Tree) cling dugc trién
khai dé danh gia kha nang phan loai dya trén cac quy tic phan tach rd rang va dé dién giai [14]. Dong
thoi, phuong phap KNN (K-Nearest Neighbors) dugc ap dung nham khao sat hidu qua cia cach tiép
can dya trén khoang cach trong khong gian dac trung [16].

Dbi véi dit liéu c6 s6 chiéu 1on, dic biét sau khi ap dung cac ky thuat nhu TF-IDF, mé hinh
LinearSVC (Linear Support Vector Classification) duoc lya chon do kha nang phan tach tuyén tinh hiéu
qua trong khong gian dic trung cao chiéu [17]. Cubi ciing, XGBoost — mot thuat toan boosting tién tién
— duoc dua vao thir nghiém nho kha ning t6i wu héa manh mé va thuong dat hiéu ning cao trong cac
bai toan phan loai, bao gdm ca linh vuc an ninh mang [18].

Viée két hop va so sanh nhiél} mo hinh khéc nhau cho phép nghién ctru thue hién danh gia toan
dién, tir d6 xac dinh phuong phap t6i vu nhat cho hé thong phat hién tan cong web.

Mic du duoc xay dyung tir ndm 2010, bo dit licu HTTP CSIC 2010 van duge s dung rong rii
trong nhiéu nghién ciru vé phat hién tin cong web nhd dic diém dugc gan nhan day di, chira da dang
cac mau HTTP bat thuong va hd tro kha nang d6i chiéu thuc nghiém gitra cac nghién ciru. Ngoai ra, bd
dir liéu nay phu hop cho viéc dénh gia cac mo hinh hoc may truyén théng trong moi trudng kiém soét.
Tuy nhién, nghién ctru ciing thira nhan ring CSIC 2010 chua phan anh diy du cac hinh thirc tn cong
web hién dai, day ciling 1a mdt han ché cua nghién ctu.

3.2.2.  Trich xudt dic trung

Trong nghién ciru ndy, qué trinh trich xut dic trung tir cac yéu ciu HTTP duogc thuc hién nhim
chuyén ddi dit liéu ban du thanh tap thudc tinh c6 y nghia phuc vu cho bai toan phan loai. Cac dac
trung duoc xay dung dya trén hai ngudn thong tin chinh gdm URL va ndi dung yéu ciu (content).
Péi v6i URL, cac thude tinh duoc khai thac bao gém do dai chudi, sb lugng ky tu dac biét, tan suat
xuat hién cua cac tir khoa lién quan dén tin cong va sé luong tham sb. Tuong tu, tir phan ndi dung
yéu céu, cac dic trung nhu do dai dir liéu, mat do ky tu ddc biét va tan suit cac tir khoa dang ngo
cling dugc trich xuat.

Nhimg dic trung nay dong vai trd quan trong trong viée phat hién cac dau hiéu bat thuong thudong
gip trong cac payload tAn cong, dién hinh nhu SQLi va XSS. Bén canh d6, dé han ché hién twong qua
khép (overfitting) va nang cao kha ning tong quat héa ciia mé hinh, nghién ctru tién hanh loai bo cac
dic trung du thira, dong thoi dp dung cac k¥ thudt giam chiéu dir liéu, ching han nhu PCA (Principal
Component Analysis). Cach tiép can nay gop phan t6i wu hoa hiéu nang mé hinh trong qua trinh huan
luyén va danh gia.

3.2.3.  Hudn luyén va 10 wu mé hinh

Trong giai doan huén luyén, cac thuat toan hoc may dugc xay dung trén tap dir liu huén luyén
chiém 70% téng s6 miu. Dé dam bao tinh 6n dinh va giam sy phu thudc vao mot cach chia dir li€u cb
dinh, phuong phap k-fold cross-validation [19] véik =5 duoc ap dung trong qua trinh danh gia ndi bo.
Dbi v6i cac mé hinh trong tdm nhu RF va XGBoost, viée t6i wu siéu tham sé duge thuc hién thong qua
k§ thuét Grid Search [20] nhim x4c dinh c4u hinh phu hop nhét cho tirng mé hinh.

Bén canh d6, cac bién phap han ché hién tuong qua khdp duoc trién khai, bao gém su dung cac
k¥ thuat diéu chuan (regularization) nhu L1 va L2, cling nhu dropout trong trudng hop ap dung cac mo
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hinh hoc sdu. Ngoai ra, cdc tham s6 hudn luyén nhu tdc do hoc (learning rate) va s vong lip (epoch)
ciing dugc diéu chinh nhim nang cao hiéu ning ctia m hinh trén tap dir liéu kiém tra.

Cubi cung, hiéu qua cua hé thong dugc danh gia thong qua céac chi sb pho‘blen [14] nhu Precision,
Recall, Fl—score‘ va ROC-AUC. Trongrci(')2 Recall dugc dac biét chu trong nham gidm thiéu kha nang
bo sot cac yéu cau HTTP mang tinh chat tan cong.

3.2.4.  Kién triic hé thong mé phong

Muc dich ciia hé théng mo phong 1a xay dung mot moi truong web gia dinh c6 kha ning phét sinh
cac hanh vi tin cong, qua d6 danh gi ning lyc ctia mo hinh trong viéc phat hién cac dang khai thac phd
bién nhu SQL Injection XSS va Path Traversal Ung dung duoc thiét ké véi giao dién than thién, cho
phép hién thi két qua suy ludn theo thoi gian gin thuc dudi dang phén loai “Hop 1¢” hodc “Bét thudng”.
Dong thoi, hé thdng cung cdp thém thudc do xac suat nham phan anh mic d tin cdy cua du doan, hd
trg ngudi dung trong qué trinh phan tich va ra quyét dinh.

Hinh I. Giao dién hé théng

Hé thong mo phong dugce thiét ké theo kién triic gém ba mo-dun chinh cé su tuong tac chat ché.
Tha nhat mo-dun img dung web gia 1ap dong vai trd d6i tuong kiém thr, cho phép nguoi dung gui cac
yéu cau HTTP (GET/POST) t6i may chi phia sau. Ung dung nay dugc phat trién bang cac cong nghé
nén tang nhu HTML, CSS, JavaScript két hop vé6i Flask, nham tai hién cac chirc ning dién hinh nhu
xéc thuc ngudi ding hogc truy van dir liu.

Thir hai, m6-dun sinh tn cong dam nhiém viéc tao ra cac yéu cAu HTTP mang tinh chét doc hai
dé danh gia hé thdng. Cac mau payload dugc xay dung dya trén bd dit liéu CSIC 2010, bao gdm cac
chudi khai thac tiéu biéu nhu SQL Injection (vi du: ' OR 1=1 --) va XSS (vi du:
<script>alert('xss')</script>). Qua trinh nay c6 thé duoc thuc hién thong qua cac cong cu kiém thir bao
mat chuyén dung hoac céc kich ban ty dong hoa.

Thir ba, mo-dun phat hién va phong vé dong vai tro trung tdm, st dung mo hinh hoc may XGBoost
d3 dwoc huan luyén dé phan loai luu lvgng HTTP thanh hai nhom: hop 1é va nguy hiém. Khi nhan dién
truy van c6 dau hiéu tn cong, hé¢ théng s€ thuc hién co ché ngén chan déng thoi phat canh bao thong
qua giao di¢n ngudi dung hodc hé théng ghi log.

Két qua thyc nghiém trong méi truong mo phong cho thay giai phap dé xuat dat hiu qua cao
trong viéc nhan dién cac hinh thirc tn cong phd bién. Cuy thé, ty 1¢ phat hién dbi véi SQL Injection va
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Path Traversal dat murc toi da, trong khi nhom tén cong khac ciing dat d6 chinh xac xép xi 98%. Mic
du ton tai sy mat can doi dir liéu vai ty 1€ 1on thudc vé nhom “Other Attack”, mo hinh van duy tri dugc
tinh On dinh va kha nang phan loai dang tin cay.
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Hinh 2. Két qua phan bé tir hé théng mé phong
4. THU'C NGHIEM VA PANH GIA

4.1 Két qua mé phéng

Dir liéu dugc chia theo ti 1¢ sau: tap train (70%), tp validation (10%) va tép test (20%), kich thude
cu thé:
e  Tap train: 50400 mau

e  Tap validation: 7128 mau

e Tap test: 14472 mau

RF (Random Forest): Két qua cho thdy RF c6 thoi gian khoang 15,15 s, trong khi thoi gian du
doan trén tap dir liéu kiém tra chi khoang 0,74 s.

Bang 1. Danh gia két qua Random Forest

Chi sb Tap Validation Tap Test
Accuracy 0.9653 0.9603
Test Error 0.0347 0.0397

(1 — Accuracy)
Precision 0.9699 0.9617

Recall 0.9610 0.9584
F1-Score 0.9654 0.9600

ROC-AUC 0.9959 0.9952
Log Loss 0.0921 0.0927

RFO (Random Forest Optimized-Grid Search): Trong nghién ctru nay, md hinh RF dugc cai
tién thong qua qua trinh t6i ru siéu tham s6 sir dung phuong phap Grid Search nhim xé4c dinh ciu hinh
phu hop nhat Két qua t01 uu cho thay cac tham sb hiéu qua bao gdm do sau tdi da cua cay (max_depth)
bang 20, s6 lwong méu tbi thiéu dé phéan tach nut (min_samples_split) 1 5 va sé lugng cdy trong rimng
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(n_estimators) dat 200. Hiéu suat ciia m0 hinh dugc danh gia bang phuong phéap cross-validation, trong
d6 chi so Recall dat gia tri cao nhat 1a 0,9679.

V& mit tinh toan, thoi gian can thiét & huan luyén mo0 hinh RF sau khi t6i uru vao khoang 1095,50
s, trong khi thoi gian thyc hién dy doan trén tap dir liéu kiém tra twong doi thap, chi khoang 0,81 s. Két
qua nay cho thay mo hinh khong chi dat hiéu qua cao trong nhan dién ma con dam bao kha nang suy

luan nhanh trong giai doan trién khai.

Bang 2. Banh gia két qua RF optimized (grid search)

Chi s6 Tép Validation Tap Test
Accuracy 0.9554 0.9524
Test Error 0.0446 0.0476

(1 — Accuracy)
Precision 0.9497 0.9416

Recall 0.9624 0.9640
F1-Score 0.9560 0.9527

ROC-AUC 0.9919 0.9909
Log Loss 0.1867 0.1901

Naive Bayes: Thoi gian huan luyén mé hinh Naive Bayes 1a khoang 0,25 s, trong khi thoi gian du

doan trén tap kiém tra khoang 0,12 s.

Bang 3. Danh gia két qua Naive Bayes

Chi sé Tap Validation Tap Test
Accuracy 0.8796 0.8789
Test Error 0.1204 0.1211

(1 — Accuracy)
Precision 0.8385 0.8298

Recall 0.9426 0.9515
F1-Score 0.8875 0.8865

ROC-AUC 0.9581 0.9597
Log Loss 0.3056 0.3010

Naive Bayes Optimized by GaussianNB: Thoi gian hudn luyén mé hinh 1a khoang 1,31 s, trong

khi thoi gian du doan trén tap kiém tra khoang 1,12 s.

Bing 4. Banh gia két qua Naive Bayes Optimized (GaussianNB)

Chi s6 Tép Validation Tap Test
Accuracy 0.9088 0.9089
Test Error 0.0912 0.0911

(1 — Accuracy)
Precision 0.9754 0.9705

Recall 0.8402 0.8424
F1-Score 0.9028 0.9019

ROC-AUC 0.9101 0.9102
Log Loss 3.2868 3.2810
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Decision Tree: Mo hinh dua trén co ché phén tach dir li¢u theo cac diéu kién dac trung va co uu
diém de trién khai. Thoi gian huan luyén mo hinh Decision Tree 1a khoang 7,01 s, trong khi thoi gian
du doan trén tap kiém tra khoang 0,17 s.

Bdng 5. Banh gia két qua Decision Tree

Chi s6 Tap Validation Tap Test
Accuracy 0.9592 0.9552
Test Error 0.0408 0.0448

(1 — Accuracy)
Precision 0.9630 0.9584

Recall 0.9557 0.9511
F1-Score 0.9593 0.9547
ROC-AUC 0.9612 0.9572
Log Loss 1.3939 1.5384

K-Nearest Neighbor: Mé hinh thuc hién du fioén bé“mg cach so sanh yéu cdu méi voi cac miu
lan can gan nhat trong tap huan luyén. Thoi gian huan luyén moé hinh KNN la khoang 0,08 s.

Bang 6. Danh gia két qua K-nearest Neighbor

Chi sb Tap Validation Tap Test
Accuracy 0.9258 0.9243
Test Error (1 — Accuracy) 0.0742 0.0757
Precision 0.9040 0.8973
Recall 0.9541 0.9572
F1-Score 0.9283 0.9263
ROC-AUC 0.9748 0.9743
Log Loss 0.5894 0.6024

LinearSVC: Déy 1a m6 hinh dya trén Support Vector Machine v6i ham phén tach tuyén tinh, phu
hop v6i dir liéu ¢6 sO chiéu 16n sau khi mé hoa déc trung. Thoi gian huan luyén mo hinh LinearSVC 1a
khoang 176,30 s, trong khi thoi gian dy doan trén tap kiém tra khoang 0,50 s.

Béng 7. Panh gia két qua LinearSVC

Chi s6 Tép Validation Tap Test
Accuracy 0.9578 0.9563

Test Error (1 — Accuracy) 0.0422 0.0437
Precision 0.9724 0.9701

Recall 0.9429 0.9412

F1-Score 0.9574 0.9554
ROC-AUC 0.9839 0.9855

Log Loss 0.1433 0.1396

~ XGBoost: Thuat toan nay két hop nhidu cay quyét dinh theo co ché tang cudng dé cai thién hiéu
suat phan loai. Thoi gian huan luyén mo hinh XGBoost 1a khoang 13,93 s, trong khi thoi gian du doan
trén tap kiém tra khoang 0,20 s.
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Bdng 8. Danh gia két qua XGboost

Chi sb Téap Validation Téap Test
Accuracy 0.9334 0.9280

Test Error (1 — Accuracy) 0.0666 0.0720
Precision 0.8936 0.8836

Recall 0.9850 0.9850
F1-Score 0.9371 0.9315
ROC-AUC 0.9865 0.9857

Log Loss 0.1956 0.2015

Bdng 9. Bang so sanh tdng hop giita cic mo hinh

Model Accuracy |Test Error| Precision Recall |F1-Score| ROC-AUC | Log Loss | Training Time Preigﬁgon
Random Forest | 0.960337 |0.039663| 0.961651 [0.958443[0.960045| 0.995163 [0.092692| 15.146718 | 0.739341
Rag‘;‘t’;:‘mzzge“ 0.952391 |0.047609 | 0.941624 |0.964003|0.952682| 0.990859 |0.190068 | 1095.496533 | 0.807249
Naive Bayes | 0.878870 |0.121130| 0.829818 |0.951494[0.886500| 0.959658 |0.301016| 0.245179 | 0.116610
Gausg‘s;‘e?a‘ve 0.908928 |0.091072| 0.970536 |0.842391(0.901935| 0.910223 [3.280981| 1.307435 1.116771
Decision Tree | 0.955155 |0.044845| 0.958403 [0.951077(0.954726| 0.957162 |1.538392| 7.013248 | 0.172929

KNN 0.924268 |0.075732| 0.897329 |0.957192(0.926295| 0.974287 |0.602371| 0.078054 | 95.500406
LinearSVC | 0.956329 |0.043671| 0.970062 |0.941209|0.955418| 0.985479 |0.139628| 176.304708 | 0.504551

XGBoost | 0.927999 |0.072001 | 0.883556 |0.9849900.931519| 0.985748 |0.201526| 13.928335 | 0.200170
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Hinh 3 trinh bay ma trdn nhim 1an trén tap kiém tra ddi voi cac mo hinh RF, Optimized Naive
Bayes, Gaussian Naive Bayes, Decision Tree, KNN, LinearSVC va XGBoost.

4.2. Thao luan

Két qua thuc nghiém trong Bang 9 cho thy cac thuit toan hoc may dugc ap dung déu c6 kha ning
phan loai yéu ciu HTTP thanh hai nhom hop 1& va bat thudng, tuy nhién hiéu ning giita cac mé hinh
¢6 su khac biét dang ké. Cac chi s6 danh gia bao gdm Accuracy, Precision, Recall, F1-score, ROC-
AUC, Log Loss cung véi thoi gian huén luyén va suy luan di cung cdp danh gi4 toan dién vé uu diém
va han ché cua timg phuong phép.

Trong s6 cac mo hinh dugc khao sat, RF thé hién hiéu qua téng thé vuot troi do 6 su két hop cua
nhiéu cdy quyét dinh doc lap, co ché nay giup giam hién tugng overfitting va xir 1y tot dir liéu da dic
trung. Gia tri Accuracy dat 96,03% cho thay kha ning phan biét hai 16p rat t6t. Sau khi thuc hién t6i uu
siéu tham s6 bang Grid Search, phién ban RFO ghi nhan sy cai thién vé Recall, dat mirc 96,40%, tuy
nhién chi phi hudn luyén ting 1én dang ké so voi mé hinh ban dau.

Céac mo hinh don gian hon nhu Decision Tree va LinearSVC ciing dat két qua kha quan, véi
Accuracy lan luot xép xi 95,52% va 95,63%, dong thoi Fl-score déu vuot ngudng 95%. Tuy vy,
LinearSVC doi hoi thoi gian huan luyén 16n hon, trong khi Decision Tree c¢6 uu diém vé téc d6 nhung
lai kém hon vé chi s6 ROC-AUC so v6i RF.

Dbi v6i nhém mé hinh x4c suét, Naive Bayes cho két qua thip nhat véi Accuracy dat 87,89%, do
gia dinh cac dac trung 1a doc 1ap voi nhau viée nay khién cho mé hinh khong nhén dién dugc cac mau
tan cong phirc tap, mdc du Recall ¢ mirc twong dbi cao. Diéu nay cho thdy mé hinh c6 xu hudng phat
hién dwoc nhiéu miu tin céng nhung dong thoi lam gia ting ty 1& canh bao sai. Phién ban Gaussian
Naive Bayes cai thién Accuracy 1én khoang 90,89%, tuy nhién gi4 tri Log Loss 16n cho thdy d tin cay
trong dy doan chua cao.

Mb hinh K-Nearest Neighbors dat Accuracy khoang 92,43%, nhung thoi gian du doan rat 16n
(khoang 95,5 s) do n6 phai so sdnh mau méi véi toan b tap dir liéu huén luyén, diéu nay gy han ché
dang ké khi trién khai trong cac hé thong yéu cau phan hoi theo thoi gian thuc. Ngugc lai, XGBoost dat
Recall cao nhat, 1én dén 98,50%, clng véi thoi gian suy luén nhanh (khoang 0,20 s). Tuy nhién,
Accuracy ciia mo hinh nay chi dat khoang 92,80%, thip hon so véi cac mo hinh ¢ higu suét tot nhét.
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Dua trén phan tich tir biéu dd F1-score, c6 thé théy mo hinh RF dat gia tri cao nhét, phan anh kha
ning can bang tot giita Precision va Recall, ddng thoi duy tri hiéu ning 6n dinh trong viéc phan biét
giita cac yéu cAu truy cap hop 1€ va doc hai. Bén canh d6, phuong phap LinearSVC ciling dugc ghi
nhan hoat dong tdt trén dix lidu ¢6 s6 chiéu 16n nho kha nang phan tach tuyén tinh hiéu qua véi Fl-score
vuot ngudng 0,95, cho théy muc d§ hiéu qua dang ké trong bai toan phan loai nay.

Nguogc lai, nhom mé hinh dua trén gia dinh xac suét nhu Naive Bayes thé hién hiéu nang thép
hon tuong d6i. Pac biét, phién ban Naive Bayes co ban chi dat F1-score x4p xi 0,88, diéu nay cho thiy
nhitng han ché nhét dinh khi xir Iy cac mau tdn cong c6 dic trung phirc tap va phan bd dir liéu khong
tuan theo gia dinh ddc lap gitra cac thudc tinh.
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So sanh hiéu sudt mé hinh (Heatmap) trén tap Test
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Hinh 5. Biéu d6 heatmap so sanh hiéu suét cac mé hinh

Xét theo chi s6 Recall, két qua truc quan tir biéu d6 cho thiy XGBoost dat gié tri cao nhat (98,50%)
do sir dung co ché tang cudng (boosting), o che ndy tip trung vao viéc sira 16i cho cac cay quyet dinh
true do, phan dnh nang lyc phat hién cac mau tdn cong vuot troi, ddng thoi 1am giam dang ké ty 18 bo
soOt cac yéu cau doc hai. Cac mo hinh nhu: KNN va Naive Bayes ciing ghi nhan Recall & muc cao; tuy
nhién, hiéu nang téng thé cua chung, thé hién qua Accuracy va F1-score, van thip hon so v&i RF. Trai
lai, Gaussian Naive Bayes c6 gia tri Recall suy giam 0 rét, cho théy kha ning nhan dién cic mau tn
cong con han ché va d& dan dén hién tugng bo sot.

Hinh 5 minh hoa ma trén nhiét (heatmap) dung dé so sanh hiéu suit ciia cac mé hinh hoc may trén
tap kiém tra, qua d6 cung cAp cai nhin truc quan ve sy khdc biét gilta cac phuong phap trong bai toan
phat hién tan cong web. Trong d6, XGBoost ndi bat voi Recall xap xi 0,98, khang dinh kha nang phat
hién tan cong hiéu qua. Tuy nhién, do Precision khong tuwong tng cao, F1-score cia mo hinh chi dat
mirc trung binh (khoang 0,93). Diéu nay cho thiy xu huéng ctia mé hinh 14 ting cudng canh bao, dong
thoi kéo theo sb lwong du doan duong tinh gia cao hon.

So sanh thai gian hudn luyén va dy dodn
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Hinh 6 thé hién ban d6 nhiét (heatmap) dung dé déi chiéu thoi gian huan luyén va thoi gian suy
ludn ctia cac mo hinh hoc may trén tap kiém tra. Hai dai luong nay dong vai trd then chét khi danh gia
tinh kha thi cta viéc trién khai trong cac hé thong phat hién tan cong web, dic biét & nhitng méi trudng
doi hoi do tré thap va phan hoi gan thoi gian thyc. Két qua thuc nghiém cho thiy XGBoost dat duoc su
can bang hop 1y gitra chi phi huén luyén va toc do du doan, véi thoi gian dao tao xap xi 13,93 s va thoi
gian suy luan rat ngin, khoang 0,20 s, qua d6 thé hién uu thé rd rét vé hiéu nang van hanh.

Két qua cho théy khong c6 mo hinh nao tdi wu vé moi mat, viéc lya chon mo hinh s& phy thudc
vao ngit canh va muyc tiéu str dung: néu uu tién vé do chinh xac tong thé (Accuracy) va sy can bang (F1-
score) thi RF 1a lya chon t6t nhat; con néu wu tién khong bo so6t tan cong (Recall) thi XGBoost lai vuot
tr6i hon du c6 thé gay ra nhidu canh béo sai.

5. KET LUAN

Nghién ctru d phat trién mot hé thong phat hién tan cong web dua trén ky thuat hoc may, voi muc
tiéu phan loai cc yéu cau HTTP thanh hai nhém: hop 18 va doc hai. Quy trinh xu ly dir liéu dugc thiét
ke theo huong két hop gilta cac déc trung xay dung thu cong (nhu d6 dai URL, sO lugng ky tu dic biét,
tan suat tir khoa nghi van) va dic trung trich xuét tu dong thong qua phuong phap TF-IDF tir ndi dung
yéu cau. Két qua thyc nghiém cho thiy RF dat hiéu ning téng thé tot nht, trong khi XGBoost ndi bat
vé Recall va toc d6 suy luan trén bo dir liéu CSIC 2010, v6i Fl-score dao dong trong khoang 0,93-0,97,
Recall dat 0,985 va ROC-AUC xép xi 0,99, phan anh kha nang nhan dién tdn cong hiéu qua va han ché
dang ké ty 18 bo sot. Pong thoi, hé thong ciing dép tmg yéu cau xir Iy gan thoi gian thyuc voi thoi gian
suy luan trung binh khoang 0,20 s. Bén canh d6, viéc so sanh voi nhiéu md hinh khac va ap dung k¥
thuat can bang dir liéu da cung c6 nhan dinh rang XGBoost 14 Iyra chon phtt hop nhd kha nang xir 1y dir
liéu mét can béng va hiéu sudt tinh toan tot.

Tuy dat dugc nhitng Kkét qua tich cuc, nghién ctru van tdn tai mot s6 han ché nhét dinh. Bo dit lidu
CSIC 2010 khong con phan anh diy du cac dang tin cong hién dai, lam giam kha nang thich img cua
mo hinh trong méi trudng thyuc té. Ngoai ra, kha ning tong quat hoa con b giéi han khi ddi mat vai dir
liéu ngoai phan bd huén luyén. Viéc str dung k¥ thuat tai can bé‘mg dir liéu cling ¢6 thé 1am sai 1éch ciu
triic phan bd ban dau, tir 46 anh hudng dén d6 tin cay cua dy doan. Hon nira, hé théng hién maéi dugce
kiém chtng trong méi trudng mé phong va chua tich hop véi cac nén tang an ninh thyc tién, ddng thoi
chua hd tro co ché hoc lién tuc.

Trong cac hudng phat trién tiép theo, nghién ciru ¢6 thé duoc mo rong théng qua viée sir dung cic
b6 dir liéu cap nhat hon va da dang hoa mdu HTTP nhiam cai thién kha ning khai quat. Cac phuong phap
can bang dit liéu thay thé, k¥ thuat diéu chuin ning cao va co ché hoc truc tuyén c6 thé duoc xem xét de
nang cao hi¢u qua mo hinh. Bén canh do, viéc ap dung cac phuong phéap xu Iy ngon ngit tw nhién tién tién
nhu BERT hoic RoBERTa, két hop véi cac ky thuét giai thich mo hinh, t6i wru hoa tée do xir Iy va tich
hop vao cac hé théng bao mat thuc té s& 1a nhitng hudng nghién ctru tiém ning trong twong lai.
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ABSTRACT

EVALUATING THE PERFORMANCE OF MACHINE LEARNING MODELS IN WEB
ATTACK DETECTION

Le Anh Tuan'*
Ho Chi Minh City University of Industry and Trade
*Email: tuanla@huit.edu.vn

The rapid proliferation of web-based systems has been accompanied by a growing risk of
sophisticated cyberattacks, including SQL injection (SQL1i), cross-site scripting (XSS), and cross-site
request forgery (CSRF). Traditional defense mechanisms have shown limitations in detecting emerging
attack variants due to their lack of adaptability. This study proposes a machine learning—based approach
for web attack detection, utilizing the HTTP CSIC 2010 dataset as the experimental foundation. The
dataset is preprocessed and feature extraction is performed on HTTP requests to construct meaningful
inputs for classification models. Multiple machine learning algorithms, including Random Forest (RF)
and Support Vector Machine (SVM), are employed to identify anomalous behaviors. Experimental
results demonstrate that the Random Forest model achieves the best performance, with an accuracy of
96.03%, an Fl-score of 96.00%, and a ROC-AUC of 0.995. These findings indicate that machine
learning—based approaches can significantly enhance the detection of malicious HTTP requests in
modern web environments.

Keywords: Machine learning, detection system, web attacks.
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